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Module 3 — Spanning
tree protocol

SWITCH Module 3
STP, RSTP, MSTP
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Cinnost’ LAN prepinadov- Transparent
bridging

= Ethernetové prepinace patria do rodiny tzv.
transparentnych mostov (transparent bridge)

= Pripojené stanice nevedia o ich existencii
= Ramec sa prechodom cez switch nemodifikuje

= PrepinacC sa uci pasivnym cCitanim zdrojovych MAC
adries z prenasanych ramcov

= DoruCovanie ramcov je riadené cielovou MAC adresou
a MAC tabulkou vytvorenou priebeznym ucenim sa

= Ramce pre znamych prijemcov — len prisluSnym portom
= Ramce pre neznamych prijemcov — vSetkymi ostatnymi portami

= Toto plne automatizované spravanie sa switcha
spOsobuje problémy pri redundantnom dizajne siete
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Chybajuca redundancia

= Ciefom redundantnej topoldgie je eliminovat’ sietove vypadky spdésobené vypadkom
centralnych prvkov siete — poskytnut’ vysoku dostupnost
= Single point of failure

Server/
Host X

Router Y

Ak vypadne centralny
prvok siete — Zlyha
vSetka komunikacia

Switch A

N .
= Potrebujeme redundanciu v sieti:

= Existencia zaloznych prvkov a ciest

= VSetky siete potrebuju redundanciu pre zvysSenie spolahlivosti a dostupnosti
komunikacnej sluzby
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Jednoducha redundantna prepinana

topologia

Vypadok
prepinaca
A

Segment 1

Obnova
komunikacie
cez zaloznu
\ ent 2

trasu a
prepinac
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Redundancia v hierarchickom dizajne

Examine a Redundant Design

oo

Distribution I

72.17.10.21 17217.10.27
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Problemy s konektivitou 1.

Server/
Host X

Unicast X nayY

Switch A \

Problém 1:

Router Y prijme viaceré kopie
toho istého ramca. Plytvanie
zdrojmi — musi ich spracovat.

Priklad: Host X ARP cache
obsahuje Router Y mapovanie.

PrepinaCe maja mapovanie
Router Y MAC/port, Host X/port.

Ak host X posle unicast ramec na
Router Y, prijmu ho aj prepinace.

Kedze prepinace vedia Y MAC
adresu smerovaca, prepnu ramec
na smerovac.




Problemy s konektivitou 2.
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Server/
Host X

Unicast X nayY

Switch A \

Problém 2:
Prepinace si vytvaraju nespravne
mapovanie (MAC address table
instability) MAC-X/Port.

Naviac sa ramec zacne rozposielat

v nekonecénej slucke a dorudi sa
routeru v mnohych koépiach.

Priklad: Host X vie MAC adresu
smerovaca Y.

PrepinaCe nemaju mapovanie
Router Y MAC/port, Host X/port.

Ak host X posle unicast ramec na
Router Y, prijmu ho aj prepinace,
Nevedia Y adresu, prepnu ramec
na vSetky vystupné porty.

A prijme ramec od B a B od A.
naucia sa nové mapovanie Host
X na porty 1,v segmente 2. Musia
prepisat mapovanie.

A poslat ramce na vSetky
vystupné porty, kedZe nevedia
mapovanie Y na port. B prijme
ramec od A, A od B...opakovanie.
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Problémy - Broadcast storm

Pridanim druhého prepinaca

Server/ vznikla v sieti slucka.

Host X

Router Y

Velka Cast LAN ethernet
komunikacie je posielana
Broadcastom, t.j. je urCena
vSetkym uzlom v sieti.

S
O
NS

Prijaty Broadcast musi
prepinac poslat na vSetky
vystupné porty.

Switch B To isté druhy prepinac
Kedze ramce nemaju TTL,
> ment 2 vznikne v slucke nekonedéné

rozosielanie Bcast ramcov

Oba prepinace prepinaju
ramce donekonecna:
Broadcast Storm

* prudko klesa priepustnost
* blokuje sa prenos inych
ramcov
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Trojvrstvovy hierarchicky sietovy dizajn
(campus model)

Workgroup Access Access :
Policy-Based Distribution :
Connectivity .
Edge Distribution
Module
High-Speed Core
Switching I

Server Farm

: Departmental
: Switch Block
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Riesenie fault tolerance — Spanning Tree
Protocol

= Fyzicke sluCky v sieti su nevyhnutne
= Su prostriedkom pre redundanciu zariadeni a prepojov

= To, Co chceme v skutocCnosti eliminovat, su Layer2
slucky

= Preposielacie slucky spésobené logikou Cinnosti switcha

= Tento problém rieSi rodina STP protokolov
= STP hlada v sieti kostru (maximalny acyklicky faktorovy podgraf)
= Existuje viacero variantov STP, zakladny princip maju zhodny

= Kostra siete vznika ako strom najlepsich ciest od kazdého
switcha k jednému referenCnému bodu — root bridge-u

= Metriky“ ciest su vytvorené tak, aby tvorili Uplné usporiadanie a aby
v ziadnej sieti neexistovali dve rovnocenné cesty

=Inymi slovami, z pohladu jedného switcha bude vzdy existovat
prave jedna najlepSia cesta k root bridge-u, nikdy nie viac
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Spanning Tree

Protocol (STP)
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Verzie STP

= Zakladna verzia STP sa vola Legacy 802.1D
= Z0 sucCasnej verzie standardu IEEE 802.1D je vypustena

= Zrychlena verzia STP sa vola Rapid STP, 802.1w
= V sucCasnosti je sucCastou Standardu 802.1D

= Verzia podporujuca viaceré instancie nad jednou
prepinanou sietou sa vola Multiple STP, 802.1s

= V sucCasnosti je sucCastou Standardu 802.1Q

= Cisco ma vlastné varianty STP a RSTP
= PVST, RPVST — STP a RSTP pre kazdu VLAN nad ISL
= PVST+, RPVST+ — STP a RSTP pre kazdu VLAN nad dot1q
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Legacy Spanning Tree Protocol (STP)

Povodne Standardizovany ako IEEE 802.1d

Pracuje na L2 vrstve

Zabranuje vzniku sluciek v prepinanych sietach
=Deteguje redundantné linky a tie blokuje
*Do kazdého ciela len jedna cesta
=Ochrana vocCi brodcast burkam a problémom s konektivitou

Umoznuje prepinacom navzajom spolu komunikovat
=Posielanim BPDU ramcov (kazdé 2 sekundy)

Pouziva Spanning Tree Algoritmus (STA)
=Tento voli v sieti referenény bod, ROOT prepina¢ (RB)
=Ostatné prepinace si urCuju najlepSiu cestu k RB
*Na zaklade ceny (rychlosti) linky tvoriacej cestu
=Ak su dve cesty, lepSia je AKTIVNA, horsia BLOKOVANA
=Strom je zdiefany pre vSetky VLAN
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Legacy 802.1D STP — format sprav

Bytes

Field

= Dva typy BPDU
=Configuration BPDU

N

Protocol ID

Version

Message type

=Posielané kazdé 2 sek.
=Topology Change Noatification (TCN)
BPDU

Flags

Root ID

/ Kto je root bridge

Cost of path

& | Ako daleko je root bridge

Bridge ID

<— | Aké je BID prepinaca,

Port ID

ktory poslal BPDU

Message age

Cez ktory port

Max age

odosielatela tento BPDU
odiSiel.

Hello time

= Po zapnuti prepinaca Root ID = Bridge ID

NIDNIDNIDN|IDNMN]O|D>|]OO]|FL]|FPL]PF

Forward delay
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Parametre switcha a portuv STP

BID — 8 Bytes
< >
Bridge
149 MAC
Priority
< > < >
2 Bytes — 6 Bytes — MAC address

Range: 0 — 65.536
Default: 32.768

= Kazdy prepinaCc ma svoje BID = Kazdy port ma svoje PID

= 2B: Konfigurovatelna priorita = Ma podobne ako BID dve
= Standardne: 32768 Casti
= 6B: MAC adresa prepinadéa = Konfigurovatelna priorita

= Od 0 do 255, standardne 128

= Port Index
= Poradové Cislo portu
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Cena portu v STP (Cost)

= S kazdym portom je spojena cena linky (cost)
= Standardne odvodena od momentalnej rychlosti rozhrania
= Je konfigurovatelna
= Vyuziva sa pri vypocte vzdialenosti od root switcha

= Existuje niekolko verzii sStandardnych ohodnoteni cien
liniek na zaklade rychlosti rozhrania

Rychlost |802.1D-2004 |802.1D-1998 | Pred 802.1D-1998

10 Gbps  [2000 7 1
1Gbps  |20000 4 1
100 Mbps |200000 19 10

10 Mbps |2000000 100 100
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Stavy portov v Legacy 802.1D

Disabled:
administrativhe down

Disabled

stav nie je

(port vypnuty;

sucast’ou STP)

v

Blocking

(max. 20 sec)

v

Listening

(max. 15 sec)

<«—— Port bloknuty

v

Learning

(max. 15 sec)

v

Forwarding

Blocking: Spracuva prijaté
BPDU. Neodosiela BPDU.
Neprijima a nespracuva
datové ramce. Nebuduje CAM.
Ostava v nhom Max Age timer
(20sec.). Zistenie Root BID a
uloh portov.

spracovava a preposiela
BPDU (info. Ze port je
pripraveny pracovat v aktivne]
topo), neprijima datove ramce,
neucCi sa MAC adresy

Learning: Spracovava BPDU,
neposiela datové ramce, uci
sa vSak MAC adresy (buduje
Bridging table)

Forwarding: Spracovava
BPDU, posiela, prijima datove

Listening: Prijima,
ramce, uci sa MAC adresy

Pozn. Def. stav po ozivnuti portu je listening
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Rozhodovaci proces pouzivany pri
porovnavani BPDU

= STP stavia svoju Cinnost na schopnosti porovnat’ dvojicu BPDU a
vyhlasit, ktoré je lepSie (superior) a ktoré je horsSie (inferior)
= BPDU sa porovnavaju v tomto poradi parametrov:

1. Root Bridge ID: Root Bridge Priority + Root Bridge VLAN + Root
Bridge MAC

2. Total Root Path Cost = Sender Root Path Cost + Receiving Port
Cost

3. Sender Bridge ID = Sender Bridge Priority + Sender Bridge VLAN +
Sender Bridge MAC

4. Sending Port ID = Sending Port Priority + Sending Port Index
5. Receiving Port ID = Receiving Port Priority + Receiving Port Index

= Parameter N+1 sa porovnava len vtedy, ak su vsetky predoslé
parametre zhodné

= LepsSie je to BPDU, v ktorom sa pri danom poradi porovnavania
parametrov najde prvykrat nizSia hodnota
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Postup budovania kostry v STP (1)
= V STP konsStrukcia kostry prebieha v troch krokoch

= Krok 1: Vol'ba root switch-a

v v

= Kazdy switch sa po zapnuti povazuje za root, t.j. SBID = RBID

= Akonahle switch prijme BPDU, v ktorom je RBID nizsSie nez
prave znamy, nahradi doterajsie RBID novym nizsim RBID

= Po volbe je v sieti len jeden RB
= Je poCiatkom pocitaného STP stromu
= Od RB do kazdého segmentu siete je len jedna cesta

= VVSetky redundantné cesty, ktoré nie su suCastou STP stromu su
blokované

= VSetky porty RB su zvyCajne designated portami
= Alebo niektoré Block (sluCka sam na seba)

= RB Zacdne vysielat BPDU s Root path cost=0
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STP - prvy krok - volba Root bridge (RB)

® Forwarding port

® Blocking port

S2 S3
Priority: 32769 Priority: 32769
MAC: 000A00222222 MAC: 000A00333333

S1
Priority: 32769
MAC: 000A00111111

Root
Bridge
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Postup budovania kostry v STP (1)

= Krok 2: Na kazdom ne-root switch-i1 volba
root portu

= Root port je ten, ktory prijima najlepsie vysledne
BPDU spomedzi vsetkych portov na switchi

*Vysledne BPDU:

=prijaté BPDU, ktorého hodnota RPC bola zvysena o ,cost"
portu, na ktorom bolo BPDU prijaté

= BPDU priSlo s RPC=19
= Port ma cost 19
= Vysledné BPDU ma RPC 19+19=38

= Root port postupne prejde cez medzistavy do stavu
Forwarding
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STP — volba Root Portov

® Forwarding port

® Blocking port

Prepinac¢
preposle
dalej,
COst
updatnuty

Prijimajac
i prepinacé
per port:
-Prijaty
Cost + cena
portu =

0+19=19

Priority: 32769

AC: 000A00333333

Prijimajuci
prepinac per port:

- Prijaty Cost + cena
portu =

19 + 19 = 38

Cez ktorz port som
blizsie RB?

- Ten bude Root
Port

Root
Bridge:

-Posle BPDU

- Root Path
Cost=0

Priority: 32769
MAC: 000A00111111

Root
Bridge

Root Ports

Root Eort je
ten, ktory
spomedzi
vsetkych portov
dostava
najlepsie BPDU
(porovnavaju sa
len prijate
BPDU medzi
sebou) .
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Postup budovania kostry v STP (2)

= Krok 3: Na kazdom zapojenom segmente volba
Designated portu

= Designated port je ten, ktorého vlastné (odosielané) BDPU je
lepsie nez vsSetky prijimané BPDU

= BPDU sa porovnavaju okamzite, bez uprav hodnét parametrov
= Designated port postupne prejde cez medzistavy do Forwarding

= VVSetky ostatné porty su nadbytoCne a zostanu v stave
Blocking

= Co sme vlastne ziskali?
= Niektoré linky su odblokované z oboch stran
=Designated port « Root port

= Ostatné linky su odblokované len z jednej strany
=Designated port « Blocking port
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STP — VOl,ba Postup pri rozhodovani:

na'el

Designated portov  ;_ \.inissie reC

® Forwarding port

Kt°£§d2°rt 3 — Najnizsie Sender BID
forward ocking port 4 — Najnizsie Sender PID
ktory _ . ew e )
blook? 2 5 — Najnizsie Receiver PID
na zéklade S3
coho? Priority: 32769 Priority: 32769

MAC: 000A00222222 MAC: 000A00333333

Zeleny: Epa——— LR Fao
designated
port

Cerveny:
non-
Designated
(bude
block)
- Designated port
Ktoggdl:e’ort bude ten, na
forward ktorom bude
data a Erll?‘te BPDU
ktory orsie nez to,
block? A ktoré sa tym
na zaklade portom
coho? odosiela.

-
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Show spanning-tree na S1

Sl#show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769

Address 000A.0011.1111

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769

Address 000OA.0011.1111

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/1 Desg FWD 19 128.1 P2p
Fa0/2 Desg FWD 19 128.2 P2p
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Show spanning-tree na S2

S2#show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 000A.0011.1111
Cost 19
Port 2 (FastEthernet0/2)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769

Address 000A.0022.2222

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/1 Desg FWD 19 128.1 P2p
Fa0/2 Root FWD 19 128.2 P2p
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Show spanning-tree na S3

S3#show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 000A.0011.1111
Cost 19
Port 1 (FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769

Address 000A.0033.3333

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/2 Altn BIK 19 128.2 P2p
Fa0/1 Root FWD 19 128.1 P2p
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Postup pri rozhodovani:

na'el

STP éinnost! 2 1 — Najnizsie Root BID

® Forwarding port

W W

® Blocking port 4 — Najnizsie Sender PID

W W

Prioripy. 32769 Priority: 32769
MAC: 0g0A00111111 MAQ: 000A00222222
Root Designated Blocking Root

Bridge? porty? porty? Port?
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Postup pri rozhodovani:

na'el

STP éinnost! 3 1 — Najnizsie Root BID

® Forwarding port

W W

® Blocking port 4 — Najnizsie Sender PID

W W

Fa0/10 Fa0/11 S1

Riesenie®? Priority: 32769

MAC: 000A00111111
FaO/1 Gi0/1
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Postup pri rozhodovani:

na'el

STP — cinnost’ 4

® Forwarding port

W W
W W

® Blocking port

W W

itch A Switch B
MAC: | S SO EEEE— ——SUA T U MAC:
0c00c8110000 || X Gi1/2 Gl s 0c00c8111111
Det. T 3208 Fa o Def. priority: 32768
el. Prioriy N s 0/22 g priority
0/23 0123
Fa Fa A
0/23 07;‘2 Q22 /
Switch C &’ Switch D
MAC: N Gifi/2 Gi 1/2 3> \ MAC:
0c00c8224222 Gi 1/1 Gi 0c00c8333333
Def. priority: 34768 ef. priority: 32768
SwitchA VSetky Poditanie Poditanie Po&itanie Po&itanie
Root Bridge porty RB best Root designated designated designated
sua Path Cost prepinaca prepinaca prepinaca
Designated (naj cesta per per per
ports a FW k RB) segment segment segment
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Siet’ so skonvergovanym STP

= Siet, v ktorej STP naslo kostru, ma
= Eliminovane Layer2 slucky
= Jeden Root Bridge na VLAN
= Jeden root port na kazdy non-root switch
= Jeden designated port na kazdy segment
= Zablokované vsetky ostatné porty

= STP algoritmus nikdy nekoncCi a vyhodnocuje sa pri
prijati kazdeho BPDU
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Topologické zmeny

= V stabilnej topoldgii je cesta medzi PC Aa B cez B1, B2, B3, B4
= MAC tabulka je takisto stabilna, polozky expiruju po 300 s nec€innosti

No path to
\torward frames
No path to
forward frames

"45% Lixivated

blocked
MAC taburka B1 B4 MAC tabulka po B

je stale platna je stale platna
(300 sec max) (300 sec max)

Co by mohlo byt rieenie?
Zrychlena expiracia poloziek z MAC tabulky



1)

2)

3)

4)
5)
6)
7)

8)
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Sirenie informacii o zmenach v topo pri
STP

Most vytvara TCN BPDU v dvoch

pripadoch:
u Pri prechode portu do stavu Forwarding TCN
[ | Pri prechode portu zo stavu Forwarding alebo

Learning do stavu Blocking.

Most vyssie prijme TCN BPDU cez svoj
Designated Port.

Most vysSie nastavi Topology Change
Acknowledgment Flag v nasledujucej
konfiguracnej BPDU a posle ho spat

[ | Po prijati TCA v Config. BPDU most prestane
generovat TCN BPDU.

Most vysSie preposle TCN BPDU cez jeho
Root Port blizSie k Root Bridge-u.

TC
Kroky 2 a 4 sa opakuju pokial Root Bridge nedostane TCN BPDU.
Root Bridge spatne potvrdi TCA _
B v nasledujlicejjeho BPDU nastavi TC Flag a rozposle ho véetkym = Cisco Document ID 12013:
. : : . Understanding Spanning-Tree
Root Bridge posiela konfiguraéné BPDU s TC flagom Protocol Topology Changes

| pocCas Forward Delay + Max Age sekund (35sek.)

Prijatie BPDU s nastavenym TC

| inStruuje vSetky mosty, aby skratili ich ¢asy drzania informacie v Bridge table z prednastavenej hodnoty 300 na
aktualnu Forward Delay hodnotu (15 sekund).



RCNA Zilina

STP — konvergencia

= Konvergencia

=Ked vSetky prepinace maju porty bud vo forwarding or blocking
stavoch

*BPDU su neustale posielané

= STP proces sa spusta:
*Pri zmene topoldgie
=Pridanie, odobratie prepinaca v sieti
=Pridanie, odobratie linky v sieti
=Zmena stavu portu up na down a naopak

=Strata konektivity s root bridge
=Casté prepoéty STP mdzu viest k sluckam

= STP konvergencia

=Trva od 30 do 50 sekund
*Pre radius 7 prepinacov
=\/ niektorych pripadoch tazko akceptovatelné
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Zmeny v topo priklad — pridanie linky

0090.2151.7570

* PociatoCny stav
* Aktualny stav portov

* Pridanie linky medzi RB a swA, port
listening

* Poslanie BPDU

 Switch A zisti Ze je to lepSie BPDU
ako mal, port pdjde do forward a bude
Root portom

» Switch A preposiela BDPU dalej

» Switch C dostava dve BDPU z
réznych stran, musi si vybrat’ Root
port — topo sa meni (novy RP)

* SwC preda BPDU dalej, volba
designated switcha

*swC sa stava pre tento segment
designated, swD block

* Linka medzi Rb a swA, uplynutie
15sek. listening, 15 sek. learning,
porty idu do forward

*Port na swA sa stava Root portom
po 30s

» Konvergencia 30 sekund
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Implementacia STP -

Cisco
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Implementacie STP by Cisco

= |EEE Stadardy = Cisco riesenia

= Spanning Tree - 802.1D = [EEE802.1D = Common STP

- Rafld Spanning Tree - (CST)

= Jeden STP strom pre vSetky
VLAN

= PVST (Per Vlan Spanning
Tree)

= Jeden STP strom pre kazdu
VLAN

= Cez ISL

= + Cisco vylepSenia
BackboneFast, UplinkFast,
PortFast

= PVST+ (Per Vlan Spanning
Tree)

= Jeden STP strom pre kazdu
VLAN

= Kompatibilita na 802.1D
= Rapid PVST+
= MST

= Multiple STP = MSTP - 802.1s
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Extended Bridge ID (1)

= Standard 802.1D pozaduije, aby BID kazdého switcha bolo
jedinecCné
= V sietach s VLAN a samostatnou inStanciou STP pre kazdu VLAN si
splnenie tejto poziadavky vyzaduje, aby kazdy switch mal priradeny priestor
vofnych MAC adries, ktoré méze pouzit v BID
* RieSenim je tzv. Extended BID podla 802.1t

= Priorita v BID (2B) sa rozdelila na dve polia
=Konfigurovatelna Cast' v krokoch po 4096 (horné 4 bity)
=VVLAN ID oznacujuce VLAN, v ktorej STP bezi (dalSich 12 bitov)

= 802.1t je v suCasnosti integrované do standardu 802.1D
= Setri spotrebu MAC adries
= Na starsich switchoch sa pouzitie Extended BID dalo volitelne
zapnut alebo vypnut prikazom
Switch (config) # spanning-tree extend system-id
= Novsie switche tento prikaz zobrazuju v konfiguracii, ale realne ho
nie je mozne zrusit
= VSetky nové switche teda pouzivaju Extended BID
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Extended Bridge ID (2)

BID Fields
< Bridge ID - 8 Bytes — >
Bridge ID Without the - Briori VAG A
Extended System ID A L ‘ ddress
< > < >
2 Bytes 6 Bytes

S PrdgelR; 8 Bytes -

Bridge ID With the

Extended System ID Bridge Priority ‘ Extend System ID‘ MAC Address
< > < > <« >
4 bits 12 bits 48 bits

System ID = VLAN 2 Bytes 6 Bytes
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Priority field with Extended System ID

= Only four high-order
bits of the 16-bit Bridge a5 4 bits 12 bits -
Priority field carry ' '
actual priority.

= Therefore, priority can
be incremented only in

Priority VLAN Number

Priority Values (Hex Priority Values (Dec

steps of 4096, onto 0 0

which will be added the 1 A096

VLAN number. 2 8192
- Example: : :

For VLAN 11: If the 8 (default) 32768

priority is left at default,

the 16-bit Priority field : :

will hold 32768 + 11 = F 61440
32779.



Default nastavenie na Catalyst-e

Feature

Default Setting
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Enable state
Spanning-tree mode
Switch priority

Spanning-tree port priority (configurable on a per-
interface basis)

Spanning-tree port cost (configurable on a per-
interface basis)

Spanning-tree VLAN port priority {configurable on a
per-YLAN basis)

Spanning-tree VLAN port cost (configurable on a per-
VLAN basis)

Spanning-tree timers

Enabled on VLAN 1

PVST+ (Rapid PVST+ and MSTP are disabled.)
32768

128

1000 Mb/s: 4, 100 Mb/s: 19, 10 Mb/s: 100

128

1000 Mbi/s: 4, 100 Mb/s: 19, 10 Mb/s: 100

Hello time: 2 seconds
Forward-delay time: 15 seconds
Maximum-aging time: 20 seconds
Transmit hold count: 6 BPDUs




RCNA Zilina

Cisco vylepsenia STP

= Port Fast

= Prechod portu priamo do stavu
Forwarding

= Vhodné len na access porty

= Ak rozhranie s konfigurovanym
PortFast prijme BPDU, port strati
svojI PortFast stav a STP ho zacne
obsluhovat ako bezny port

= Zapnutie/vypnutie PortFast portu | %
nespdsobuje generovanie TCN Implement PortFast
= UpllnkFaSt ‘ Do Not Implement PortFast
= Urychluje aktivaciu nahradného Root = UplinkFast
portu pri vypadku su€asného portu « Document ID 10575
" BackboneFast = Len na non-root switchoch

= Urychluje konvergenciu v pripade
zlyhania Root portu iného switcha

= PVST/PVST+ = Document ID 12014
= QOsobitna STP instancia pre kazdu Oba mechanizmy su proprietarne

VLAl . , RSTP stavia na ich ideach, t.j. pri RSTP
= PVST BPDU su inak enkapsulované sa tieto mechanizmy nemaju aktivovat,
ako obycajné STP BPDU lebo RSTP ma vlastné

BackboneFast
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Konfiguracia STP
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Konfiguracia STP

! Zistenie MAC adresy prepinaca

Switch#show version

Base MAC address is 0002.4b21.3640 (bia

S2#show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 000A.0011.1111
Cost 19
Port 2 (FastEthernet0/2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769
Address 000A.0022.2222

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20
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Konfiguracia STP - Priorita

! Spustenie STP
Switch (config) #spanning-tree vlan vlan-id
! Vlan-id = Cislo VLAN, pre ktorud spustam STP

! Vypnutie STP
Switch (config) #no spanning-tree vlan vlan-id

! Nastavenie priority prepinaca per VLAN
Switch (config) #spanning-tree vlan vlan-id priority PRIORITY
! PRIORITY = priradena priorita v ramci STP per vlan s ID

$ Allowed wvalues are:
O 4096 8192 12288 16384 20480 24576 28672
32768 36864 40960 45056 49152 53248 57344 61440
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Konfiguracia STP - makra

! MAKRO: Nastavenie root bridge
! Ak aktual root ma hodnotu > 24576, nastavi local switch prioritu na 24576
! Ak priorita root je < 24574, nastavi local switch priorotu o 4000 nizsiu

Switch (confiqg) #spanning-tree vlan vlan-id root primary

! MAKRO: Nastavenie zalohy root bridge
! Nastavi na predefinovanu hodnotu 28,672, nakolko nie je moznost zistit

! Druhu najnizsiu prioritu z BPDU

Switch (config) #spanning-tree vlan vlan-id root secondary
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Problém pri znizovani BID cez makro

DLS1 (config)# do sh span vlan 1

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 4097

Address 0017.9446.ad00
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

dls2 (config) # span vlan 1 root primary

% Failed to make the bridge root for wvlan 1

% It may be possible to make the bridge root by setting the priority
% for some (or all) of these instances to zero.

dls2 (config) #span vlan 1 prio 1
% Bridge Priority must be in increments of 4096.
% Allowed values are:
0 4096 8192 12288 16384 20480 24576 28672
32768 36864 40960 45056 49152 53248 57344 61440

Pri pouziti extended system ID nejde nastavit hodnotu na 1
pouzitim makra (4097 - 4096)
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Ladenie STP — cena a priorita portu

!zmena ceny portu na access porte
Switch (config)# interface range fa 0/11 - 12
Switch (config-if-range) # spanning-tree cost 10

!zmena ceny portu na trunk porte

Switch (config)# interface fa 0/14
Switch (config-if-range) # spanning-tree vlan VLAN ID cost COST

!zmena priority portu, mozne hodnoty od 0 - 240, def. je 128

Switch (config)# interface range f0/11 - 12
Switch (config-if-range)# spanning-tree port-priority 112

dls2 (config-if) #span vlan 1 port-priority ?
<0-240> port priority in increments of 16

dls2 (config-if) #span vlan 1 port-priority 112
dls2 (config-if)#do sh span vlan 1 int fa 0/7

Vlan Role Sts Cost Prio.Nbr Type

VLANOOO1 Desg FWD 19 112.9 P2p
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Priklad pouzitia
= Lavy je root bridge
= Mame nan pristup

= Pravy ma root port Gi 1/5

= Nemame nan adm. pristup

= Ako zabezpecit, aby sa
pouzivali porty Gi1/67?

Lavy Pravy

Lavy (config)# interface gil/6
Lavy (config-if) # spanning-tree port-priority 112

A keby sa jednalo o vlan30 a bol by to trunk?

Lavy (config)# interface gil/6
Lavy (config-if) # spanning-tree vlan 30 port-priority 112
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Priklad pouzitia

= Pravy je root bridge
= Nemame nan pristup

= Lavy ma root port Gi 1/5
= Mame nan pristup

= Ako zabezpecCit na prenos
Lavy Pravy pouzitie portov Gi1/67?

Lavy (config)# interface gil/6
Lavy (config-if) # spanning-tree cost 1

A keby sa jednalo o vlan30 a bol by to trunk?

Lavy (config)# interface gil/6
Lavy (config-if) # spanning-tree vlan 30 cost 1
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Poznamka k manipulacii s parametrami STP

= Ulohy zadané na vyladenie STP manipulaciou priorit
resp. cien portov je mozne riesit dvomi cestami

= Znizenim priority alebo ceny na preferovanom objekte
= Zvysenim priority alebo ceny na nezelanom objekte

= Najma v pripade ceny portu je mnohokrat vhodnejsie
znevyhodnit nezelané porty

= VV opacnom pripade sa Casto stava, Zze na zelanom porte nie je
priestor na zasadné vylepsenie ceny (neda sa ist pod 1)

= \Vyber vhodneho spdsobu je vec praxe
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Ladenie STP - casovace

= Existujuce param. ladené pre diameter 7

! Konfiguracia timerov STP

Switch (config)# spanning-tree [vlan VLAN-ID] hello-time SECONDS
Switch (config)# spanning-tree [vlan VLAN-ID] forward-time SECONDS
Switch (config)# spanning-tree [vlan VLAN-ID] max-age SECONDS

= Automaticka korekcia Casovacov
= Nastavi parametre STP podla diametra a Hello timera
= Def. pre hello su 2 sekundy

Switch (confiqg)# spanning-tree vlan VLAN-LIST root {primary
| secondary} [diameter DIAMETER [hello-time HELLO-TIME]]

=Cisco Document ID 19120: ,Understanding and Tuning Spanning
Tree Protocol Timers®
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Overenie STP - show

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0c00c8110000
Cost 19
Port 1 (FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address 0c00c8111111
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
<text omitted>

! Vypis len pre danu VLAN
Switch# show spanning-tree vlan VLAN ID

! Zaujimave pre trunk
Switch# show spanning-tree interface fastethernet 0/7

Vlan Role Sts Cost Prio.Nbr Type
VLANOOO1 Altn BLK 19 128.7 P2p
VLANO0100 Root FWD 19 128.7 P2p
VLANO110 Root FWD 19 128.7 P2p

VLANO0120 Root FWD 19 128.7 P2p
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Overenie STP — show (2)

! Detailny vypis.
Switch# show spanning-tree detail

DLS1# sh span detail

VLANOOOl is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 4096, sysid 1, address 0017.9446.ad00
Configured hello time 2, max age 20, forward delay 15
Current root has priority 1, address 0017.9460.3080
Root port is 13 (FastEthernet0/11), cost of root path is 19
Topology change flag not set, detected flag not set
Number of topology changes 15 last change occurred 00:35:32 ago

from FastEthernet0/1
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0, aging 300

Port 9 (FastEthernet0/7) of VLANOOOl is designated forwarding
Port path cost 19, Port priority 128, Port Identifier 128.9.
Designated root has priority 1, address 0017.9460.3080
Designated bridge has priority 4097, address 0017.9446.ad00
Designated port id is 128.9, designated path cost 19
Timers: message age 0, forward delay 0, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 18544, received 25
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Overenie STP — show (3)

! Predchadzajuci vypis obmedzeny iba na jedno rozhranie
Switch# show spanning-tree interface fastethernet 0/7 detail

! Vypise Root Bridge ID, Root Port, a Root Path Cost.
Switch# show spanning-tree vlan vian-id root

DLS1# sh spanning-tree vlan 1 root

Root Hello Max Fwd
Vlan Root ID Cost Time Age Dly Root Port
VLANOOO1 1 0017.9460.3080 19 2 20 15 Fal0/11

! Vypise Bridge ID a c¢asovace
Switch# show spanning-tree vlan vlian-id bridge

DLS1# sh span vlan 1 bridge

Hello Max Fwd
Vlan Bridge ID Time Age Dly Protocol

VLANOOO1 4097 ( 40096, 1) 0017.9446.ad00 2 20 15 ieee
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Overenie STP - debug (1)

DLS1# debug spanning-tree *?
all All Spanning Tree debugging messages
backbonefast BackboneFast events
bpdu Spanning tree BPDU
bpdu-opt Optimized BPDU handling
config Spanning tree config changes
csuf/csrt STP CSUF/CSRT
etherchannel EtherChannel support
events Spanning tree topology events
exceptions Spanning tree exceptions
general Spanning tree general
mstp MSTP debug commands
pvst+ PVST+ events
root Spanning tree root events
snmp Spanning Tree SNMP handling
switch Switch Shim debug commands
synchronization STP state sync events
uplinkfast UplinkFast events
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Overenie STP - debug (2)

Switch #debug spanning-tree events

Spanning Tree event debugging is on

22:32:23: set portid: VLANOOO1l FaO/6: new port id 800D

22:32:23: STP: VLANO0Ol FaO/6 -> listening

22:32:25: SLINK-3-UPDOWN: Interface FastEthernet(0/6, changed state to up
22:32:26: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/6,
changed state to up

22:32:38: STP: VLAN0O0OO1l FalO/6 -> learning

22:32:53: STP: VLAN0001l FaO/6 -> forwarding
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Overenie STP - debug (3)

dls2#debug spanning-tree switch ?
all All STP Switch Shim debugging messages
errors shim errors or exceptions
flush shim flush operation
general general events
helper shim helper operation
pm port manager events
rx received bpdu handling
state port state changes
tx transmit bpdu handling
uplinkfast uplinkfast packet transmission
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Overenie STP - debug (4)

debug spanning-tree switch state

*Mar 1 03:12:59.357: STP SW: Fa0/9 new blocking req for 1 vlans
*Mar 1 03:12:59.357: STP SW: Fa0/8 new blocking req for 1 vlans
*Mar 1 03:12:59.365: STP SW: Fa0/10 new blocking req for 1 vlans
*Mar 1 03:12:59.365: STP SW: Fa0/8 new listening req for 1 vlans
*Mar 1 03:12:59.365: STP SW: Fa0/9 new listening req for 1 vlans
*Mar 1 03:12:59.365: STP SW: Fa0/12 new blocking req for 1 vlans
*Mar 1 03:13:14.372: STP SW: Fa0/8 new learning req for 1 vlans
*Mar 1 03:13:14.372: STP SW: Fa0/9 new learning req for 1 vlans
*Mar 1 03:13:14.372: STP SW: Fa0/10 new learning req for 1 vlans
*Mar 1 03:13:29.380: STP SW: Fa0/8 new forwarding req for 1 vlans
*Mar 1 03:13:29.380: STP SW: Fa0/9 new forwarding req for 1 vlans
*Mar 1 03:13:29.380: STP SW: Fa0/10 new forwarding req for 1 vlans
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Konfiguracia Cisco STP — PortFast

! Spusti PortFast automaticky na vsetkych access portoch
Pravy (config)# spanning-tree portfast default

! Konfiguracia Cisco PortFast na portoch fa 0/1 - 10

! prikazmi priamo na access rozhraniach (neplati pre trunky)
Pravy (config)# int range fa 0/1 - 10

Pravy (config-if) # spanning-tree portfast

! Zrusenie Cisco PortFast na portoch fa 0/1 - 10, ak ije
! aktivované na globalnej urovni

Pravy (config)# int range fa 0/1 - 10

Pravy (config-if) # spanning-tree portfast disable

! Aktivacia PortFast na trunk porte

! Pouzivat IBA K ROUTEROM A SERVEROM, NIKDY K SWITCHOM!!!
Pravy (config)# int fa0/24

Pravy (config-if) # spanning-tree portfast trunk

! Overenie stavu portu z pohladu PortFast

ALS1l# sh spanning-tree interface fa 0/1 portfast
VLANO10O enabled
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Overenie PortFast stavu a jeho vilastnosti

Router# show spanning-tree summary

Root bridge for:VLANOOO1l

EtherChannel misconfiguration guard is enabled
Extended system ID is disabled

Portfast is enabled by default
PortFast BPDU Guard 1is disabled by default

Portfast BPDU Filter is enabled by default

Loopguard is disabled by default
UplinkFast is disabled
BackboneFast is disabled

Pathcost method used is long
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Konfiguracia Cisco STP - PortFast

ALS1 (config) #int ra fa 0/1 - 3

ALS1 (config-if-range) #spanning-tree portfast

%Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches, bridges, etc... to this
interface when portfast is enabled, can cause temporary bridging loops.
Use with CAUTION

%Portfast will be configured in 3 interfaces due to the range command
but will only have effect when the interfaces are in a non-trunking mode.

ALS1 (config-if-range) #

ALSl#debug span events

Spanning Tree event debugging is on

ALSl#terminal monitor

ALS1#

! Pripojené PC !

*Mar 1 04:35:54.296: $SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/1, changed state to down

*Mar 1 04:36:08.498: set portid: VLAN0100 Fa0/l: new port id 8001

*Mar 1 04:36:08.498: STP: VLAN0100 FaO/1 ->jump to forwarding from blocking

*Mar 1 04:35:56.293: SLINK-3-UPDOWN: Interface FastEthernet0/l1, changed state
to down

*Mar 1 04:36:10.495: SLINK-3-UPDOWN: Interface FastEthernet0/l1, changed state
to up

*Mar 1 04:36:10.503: $LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/1, changed state to up
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Podpora single host per Port - makro

ALS1 (config) #int fa 0/2
ALS1 (config-if) # switchport host

switchport mode will be set to access

spanning-tree portfast will be enabled
channel group will be disabled
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Konfiguracia Cisco STP - UplinkFast

= Vhodné pre Access prepinace, ktoré maju viac uplinkov na Distro
vrstvu

= Ma jeden aktivny (primarny) Root port (FWD) a druhé si monitoruje ako
zalozné (BLOCK)

= udrzuje si zoznam potencionalnych zaloznych ciest
= Ked primarny port ide DOWN, druhy zalozny ide okamzite UP
= Pri beznom STP ¢akam 50 sek. Konvergencie
= Konfiguracia len na Non Root Bridge prepinacoch
= globalne pre vSetky vlan a porty

! Spusti globalne UplinkFast na vsetkych portoch
Pravy (config) #spanning-tree uplinkfast [max-update-rate
pkts-per-second]




RCNA Zilina

Overenie UplinkFast

ALSl1l#sh spanning-tree uplinkfast
UplinkFast is enabled

Station update rate set to 150 packets/sec.

UplinkFast statistics

Number of transitions wvia uplinkFast (all VLANSs) 0
Number of proxy multicast addresses transmitted (all VLANSs) 0
Name Interface List
VLANOOO1 Fa0/9 (fwd), Fa0/7, Fa0/8, Fa0/10,

Fa0/11, Fa0/12
VLANO0100 Fa0/7 (fwd) , Fa0/8, Fa0/9, Fa0/10
VLANO110 Fa0/7 (fwd) , Fa0/8, Fa0/9, Fa0/10

VLANO0120 Fa0/7 (fwd) , Fa0/8, Fa0/9, Fa0/10




Konfiguracia Cisco STP - BackboneFast

= Zrychlenie konvergencie v Core Layer

= Monitorovanie alternativnej cesty k RootBridge

= Reaguje pri detekcii indirect link failure.
= t.J. chyba na linke ,po ceste” k RB, nie na priamo pripojenej

! Spusti globalne BackboneFast na vsetkych portoch
ALS1 (config) #spanning-tree backbonefast
ALS1 (confiqg) #°2

! Overenie Backbone Fast
ALS1#sh spanning-tree backbonefast
BackboneFast is enabled

BackboneFast statistics

Number of transition via backboneFast (all VLANSs)
Number of inferior BPDUs received (all VLANSs)
Number of RLQ request PDUs received (all VLANSs)
Number of RLQ response PDUs received (all VLANSs)
Number of RLQ request PDUs sent (all VLANSs)
Number of RLQ response PDUs sent (all VLANSs)

[eNeoNeoNoeNo N
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Rapid STP (RSTP)




RCNA Zilina

Rapid Spanning Tree (RSTP)

= RSTP je dalsi vyvojovy krok STP, ktory zachovava jeho stabilitu a
spolahlivost, avsak zasadne ho zrychluje

= ReakCny Cas pod 1 s, max. 15s pri shared portoch
= Spatne kompatibilny s Legacy STP (na per-port baze)
= Definovany ako IEEE 802.1w

= Dnes je zahrnuty do Standardu IEEE 802.1D-2004

= Preferovana volba do full-duplex prepinaného prostredia
= QdlisSnosti od klasického STP

= [na definicia stavov a funkcii portov

= Definicia typov prepojov (liniek) a portov

= Mechanizmus Proposal/Agreement — proaktivne spravanie
= Mechanizmy nahradzajuce UplinkFast a BackboneFast

= BPDU generuje kazdy switch sam za seba
=ak ma aspon jeden designated port

= Cisco Document ID: 24062
= Understanding Rapid Spanning Tree Protocol (802.1w)
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Pozn. Def. stav po ozivnuti portu je
designated discarding

RSTP stavy portov

STP (802.1D) Port

RSTP (802.1w) Port

Is Port Included in

Is Port Learning

State State Active Topology? MAC Addresses?
Disabled Discarding No No

Blocking Discarding No No

Listening Discarding Yes No

Learning Learning Yes Yes

Forwarding Frowarding Yes Yes

= RSTP stavy portov
*Discarding (ako blocking/listening v STP)
=nepreposiela datové ramce (15s)

= earning (ako v STP)

*Buduje MAC tabulky prepinaCa aby zbytoCne neSiril
nezname unicastové ramce na vsetky porty. (15s)

*Forwarding (ako v STP)
*Plne funkCny port




RCNA Zilina

RSTP — zmena definicie roli portov

Root port Port na kazdom nonroot prepinaci, ktory je vybraty ako najblizSia cesta
k Root Bridge (RB). Na kazdom nonroot prepinaCi moze byt len jeden root
port. Root port je v stave Forwarding v ustalenej aktivnej topoldgii.

Designated Kazdy segment ma aspon jeden designated port. V ustalenej aktivnej
port topologii, prepinaC s portom designated prijima ramce na segmente, ktoré
su urCené pre RB. Designated port pracuje v stave Forwarding. Na non-

RB len jeden per segment, ak viac prepinaCov musi byt volba.

Alternate port Port prepinaca, ktory je alternativnou cestou k RB. Alternate port je v stave
discarding v ustalenej aktivnej topologii. Alternate port je pritomny na
nondesignated prepinacoch a dovoluje prechod na root port ak aktualny
root port zlyha.

Backup port Port na designated prepinaCi s redundantnou linkou do segmentu, kde je
prepinaC Designated. Backup port ma vysSie port ID ako designated port
na designated prepinaci. Backup port je v stave blocking v ustalenegj
aktivnej topoldgii. Negarantuje dostupnost RB.

Edge port Port, na ktorom sa nepredpoklada pripojenie iného prepinaca (len koncova
stanica). Prechadza okamzite po aktivacii do Forward stavu. Odpoveda
PortFast. Zmeny na nom negeneruju Topo Changes. Objavenie PBDU —
zmena na bezny port.
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RSTP — zmena definicie roli portov

Designated port Designated port
(FwRoot Bridge (ogdng)

Cost: 19 Cost: 19

Switch A
MAC: 0c00c8110000
Def. priority: 32768

Root port
Forwarding)

Root port
(Forwarding

Switch C
MAC: 0c00c8222222
Def. priority: 32768

Switch B

MAC: 0c00c8111111
Def. priority: 32768
Cost: 38

Alternate port Designated porV
(Blocking) (Forwarding)

Cost: 38 Backup port

(Blocking)

Cost: 19
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RSTP typy portov

= Typ portu Edge Port
\ Root Lk Typs = Vedie ku koncovej stanici
= Prechadza priamo do

Forwarding stavu

= Nevyvolava topologicke
zmeny

= Pri prijati BPDU sa stava
) beznym RSTP portom

= Edge Port sa konfiguruje
ako PortFast port
(neexistuje moznost
automatickej detekcie)

Link Type
(shared)

= Typ portu Non-Edge port

= \Vnutorny port, ktorym sa
switche navzajom

- prepajaju
= Implicitny typ portu
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RSTP typy liniek

= Typ linky point-to-point
00 Link T m i Aj
\ Roor  Link Tyme strveit%?\Jg navzajom dva

= Vyuziva mechanizmus
Proposal/Agreement

= Implicithe sa za p2p linku
povazuje taka, ktora pracuje
v rezime full duplex (hruby

N odhad)
= Typ linky shared

= Prepaja navzajom viac ako
dva switche
= Musi prejst plnou
HUB postupnostou stavov s
vyuzitim casovacov
= Implicitne sa za shared linku
povazuje taka, ktora pracuje
v rezime half duplex

QN = Typ linky je mozné
kgnfigur%\cl:ne stanovit

Link Type
(shared)
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BPDU v2 — Flag Byte vyuzitie

7 6 5 4 3 2 1 0 = Posielané kazdé 2s.
‘ ‘ A A A =Posiela kazdy prepinac (aj
‘ ‘ f ked je root strateny), nielen

Topologgy Change ACK ROOT
Agreement = Pouziva sa ako keepalive
Forwarding mechanizmus:
=Tri chybajice BPDU = aging
Learning MAC tab. + indikacia zmeny
5 | Port Role tOpOlOgle

roposal . ’ vy s

\ 00 Unknown = Bity 0 a 7 su pouzité na TCN
Topology Change 9% Ahemative/Backup a na acknowledgement
11 Designated (ACK), ako v 802.1D

= Bity 1 a 6 su pouzivané na
proposal / agreement
proces

=Zrychlenie konvergencie
= Bity 2-5 enkoduju ulohy

a stavy portov, ktorym patri
BPDU
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Zrychlenie konvergencie —
Propoposal / Agreement mechanizmus

L 4
4
*
L 2
1. Propos&
|
. P1: Root port
<+—New ..l_lnk P3: Designated port
. & P5: New root for B
* .0 “ P6: Edge Ports
o* ] .
. & .
3. Mreement ‘-
2. Sync I‘ 1. Proposal
. L J
(Unchanged) % :
2. Sync (Block) ’, ‘0
.
PO: Designated port 2. Sync \ 2.8
P1: New root port (Unchanged) (Unéhaﬁngced)
P2: Alternate port
P3: Designated port 2. Sync (Block)

P4: Edge Port

= Proposal / Agreement mechanizmus urychluje sprevadzkovanie linky

= Je pouzity vo faze, kedy je designated port v stave designated discarding
(pri oZivovani)

= Spbsobi urychlenie konvergencie na link-by-link baze
= Mozné len pre point-to-point linky
= Sync stav
=sbloknuté vSetky non-edge porty. aby sa predislo slucke
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RSTP Proposal / Agreement mechanizmus

R fe, = Vychodzi stav a funkcia aktivovaného
Existing Path % portu v RSTP je Designated Discarding
\ : - = Port Designated Discarding alebo
R Designated Learning posiela svoje
<~ NeyLink BPDU s flagom Proposal

= Ak port na susednom switchi, ktory prijal
Proposal, bude novym Root portom,

\ 2. Sync pOtom

(Unchanged) = Susedny switch uvedie vSetky svoje non-
2. Sync (Block) edge des?nated porty do stavu Discarding

(tzv. Sync
PO: Designated port

= Odosle novym root portom BPDU s flagom
PL: New root port Agreement a uvedie ho do stavu
P3; Designate% port Forwal‘dlng

e = Po prijati Agreementu na$ switch uvedie
port do stavu Forwarding

= Désledkom Sync operacie na
susednom switchi je, ze jeho
Designated porty su v stave Discarding

= Proposal/Agreement sa efektjvne presunul
o switch hlbsie dovnutra topologie

= Proposal/Agreement bude teraz identicky
pokracovat na dalsom switchi
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Sirenie ,,Sync rezu“ v topologii

Proposal

Synct=2

Synct=3




In?ormovanle 0

topologicke] zmene v
RSTP

1) Informacia o topologickej zmene sa generuje iba pri
prechode non-edge portu do stavu Forwarding

= Switch, na ktorom nastala topologicka zmena, aktivuje
na kazdom svojom non-edge designated a root porte
tzv. TC-While Casovac (2xHello)

= Z MAC tabulky vymaze vSetky MAC adresy naucené na
tychto portoch

= Pokym je na porte aktivhy TC-While ¢asovac, odosiela
nim BPDU s priznakom TC

= Prepinac znizi timer pre MAC adresy (bridge table
aging) na forward delay pre dany port, designated port
a root port

2) Prepinac, ktory prijme BPDU s TC flagom

= Z MAC tabulky vymaZze vSetky MAC adresy naucené na
vSetkych portoch okrem toho, ktorym voslo TC BPDU

= Na vSetkych portoch okrem toho, ktorym voslo TC
BPDU, nastavi TC-While Casovac

= Pokym je na porte aktivhy TC-While ¢asovac, odosiela
nim BPDU s priznakom TC
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Zmeny v topo priklad — pridanie linky

* PociatoCny stav
* Aktualny stav portov

* Pridanie linky medzi RB a swA, port
discarding
* RB posle Proposal

» Switch A zablokuje vSetky non Edge
porty a odpovie na Proposal
(Agreement)
* Ak je BPDU lepSie tak
kladne, ak horSie tak zaporne

* SWA opakuje proposal mechanizmus
pre svojich susedov

A \

.1603.8C24

ooz

*swC odpovie na proposal swA
kladne ak je BPDU lepSie, zaporne ak
je horsie

*swC zopakuje proposal na swD

*swD proposal zamietne lebo
ponukané BPDU je horSie ako ma
naucené

0090.2151.7570

Konvergencia oproti 802.1D je velmi rychla,
nezavisi od ziadnych ¢asovacov



NI
CISCO

Konfiguracia RSTP
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Konfiguracia Rapid STP (RPVST+)

! Spustenie Rapid PVST+
Switch (config) #spanning-tree mode rapid-pvst

! Spustenie spatne PVST+

Switch (confiqg) #spanning-tree mode pvst

= Ostatné prikazy ako pri STP

=Nastavenie priorit
= Switch(configq) #fspanning-tree vlan VLAN ID priority NUMBER
* Switch (config) #spanning-tree root primary
" Switch (config) #spanning-tree root secondary
=Show prikazy
"Switch#show spanning-tree
"Switchiishow spanning-tree vlan VLAN ID
"Switch#show spanning-tree detail
"Switch#show spanning-tree active
*Switch#show spanning-tree root
"Switch#fshow spanning-tree bridge
"Switch#fshow spanning-tree summary
=Debug
*Switch#fdebug spanning-tree
*Switch#debug spanning-tree pvst+



RCNA Zilina

Overenie cinnosti RSTP

Switch#ishow spanning-tree
VLANOOO1
Spanning tree enabled protocol rstp

Root ID Priority 32768
Address 0c00c8110000
Cost 19
Port 1 (FastEthernet0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address 0c00c8111111
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec :
. . Point 2
Aging Time 300 Point
. RPVST port
Interface Role Sts Cost Prio.Nbr Type
Fa0/7 Desg FWD 19 128.9 P2p .
Fa0/8 Desg FWD 19 128.10 P2p Peer (STP) " | Port
Fa0/9 Desg FWD 19 128.11 P2p pracujuci v
rezime STP,
t.j. susedny
prepinaé
pouziva STP




RCNA Zilina

Konfiguracia Edge portov a P2P liniek

! Edge porty sa konfiguruju ako PortFast porty

! Bud na globalnej urovni...
Pravy (config) # spanning-tree portfast default

! ... alebo na individualnych portoch
Pravy (config)# int range fa 0/1 - 10
Pravy (config-if)# spanning-tree portfast

! Prepina¢ automaticky rozhoduje, ktory port bude P2P
! Standardne je to port operujtci ako full-duplex

! M6zeme nastavit aj manualne

! Nastavenie typu linky P2P

Switch (config)#int fa 0/1

Switch (config-if) #spanning-tree link-type point-to-point
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UplinkFast a BackboneFast

= UplinkFast ani BackboneFast sa pri RSTP nemaju
aktivovat, pretoze su jeho sucastou

= |dea UplinkFast mechanizmu je vyuzita v obsluhe Alternate
portu

= RSTP rutinne okamzite akceptuje horsie (inferior) BPDU prijaté
od Designated suseda bez Cakania na MaxAge expiraciu, Cim
Implementuje ideu BackboneFast



NI
CISCO

Multiple STP
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= Pri sietach s VLAN je problém, kolko STP
inStancii ma existovat’
= 802.1D: Jeden STP strom pre vSetky VLAN M STP

= Cisco (R)PVST+: Jeden strom pre kazdu VLAN

= V reali méze byt az 4096 inStancii STP stromu, kazdy
s vlastnou BPDU konverzaciou, volbou RB a vyberu
ciest

= Hlavna idea MSTP

= Moznost nechat v sieti bezat’ niekolko inStancii,
ktoré samy osebe nemaju vztah
K nijakym VLAN

= Nasledne ,mapovat® VLAN na tieto inStancie

Root Instance 1 Root Instance 2

Instance 1
= Niekolko VLAN bude zdielat tu istu inStanciu, a

teda tu istu kostru

= MSTP vychadza z RSTP (802.15s)
= |nterne pouziva RSTP a ma vSetky jeho vyhody Instance 1 maps to VLANS 1-500

= Je spatne kompatibilny s 802.1D STP, 802.1w Instance 2 maps to VLANs 501-1000
RSTP a s Cisco PVST+ architekturou

= MobzZeme vyuzit pre Load Balancing

= Cisco Document ID: 24248

= Understanding Multiple Spanning Tree Protocol
(802.1s)



RCNA Zilina

MSTP region

= Pri konfiguracii MSTP musime stanovit’
= kofko inStancii MSTP ma bezat a ktoré VLAN k nim budu pridruzené
= ktoré VLAN budu zdielat ktoru instanciu STP (asociovat VLAN k STP)

= Tato konfiguracia v MSTP pozostava z niekofkych komponentov
1. Textové meno MST regionu (32 bajtov)
2. Cislo konfiguraénej revizie (2 bajty)
3. Zoznam instancii a k nim pridruzené VLAN

=Mapovanie sa neposiela v BPDU celé, posiela sa len MD5 hash z tohto
mapovania

= Konfiguracia musi byt na vsetkych prepinaCoch regiéonu rovnaka

= PrepinacCe s rovnakou konfiguraciou MST tvoria jeden region

= Regiéon sa navonok chova ako jeden nerozdeleny switch
=Potrebné kvoli kompatibilite s (R)STP switchmi a pre komunikaciu s inymi
regionmi
= Hranica regionu je na porte prepinaca, ktory prijima BPDU z iného
regionu alebo STP/RSTP/PVST/RPVST BPDU
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MSTP BPDU

= V MSTP sa posiela len jedno BPDU (MSTI 0), ktore
obsahuje

= Configuration name, revision number a hash
=Hash je pocitany cez vlan to instance mapping

= Potrebné informacie o IST a vSetkych MSTI
=Jednotlivé zaznamy o MSTI sa nazyvaju M-records

= Casovace jednotlivych MSTI s zdedené od IST

Protocol

]
- information ———
o M| orieis

. Instance H designated on A Protocol

. information
¥ Instance Y designated on B for the MSTis
present on -
the port
{Mreconds)



IIIND.

Time source Destination Protocol Length Info

2 1.670021 Cisco_b5:8c:8f Spanning-tree-(for-br-STP 151 MST. Root =

— =g s == =

= Spanning Tree Protocol

Protocol Identifier: Spanning Tree Protocol (0x0000)
Protocol Vversion Identifier: Multiple Spanning Tree (3)
BPDU Type: Rapid/Multiple Spanning Tree (0x02)

BPDU flags: 0x7c (Agreement, Forwarding, Learning, Port Role: Designated)
Root Identifier: O / 0 / Q0:1f:27:b4:7d:80

Root Path Cost: 200000

Bridge Identifier: 32768 / 0 / 00:16:46:b5:8c:80

Port identifier: 0x800f

Message Age: 1

Max Age: 20

Hello Time: 2

Forward Delay: 15

version 1 Length: 0

Version 3 Length: 96

MST Extension
MST Config ID format selector: 0
MST Config name: Brewery
MST Config revision: 0
MST Config digest: 9357ebb7a8d74dd5fefd4f2bab50531aa
CIST Internal Root Path Cost: 0
= CIST Bridge Identifier: 32768 / 0 / 00:16:46:b5:8c:80
CIST Bridge Priority: 32768
CIST Bridge Identifier System ID Extension: 0
CIST Bridge Identifier System ID: Cisco_b5:8c:80 (00:16:46:b5:8c:80)
CIST Remaining hops: 20

I

= MSTID 1, Regional Root Identifier 24576 / 00:1e:f7:05:a8:80

# MSTI flags: Oxf8 (Master, Agreement, Forwarding, Learning, Port Role: Root)

MSTID 1, priority 24576 Root Identifier 00:1e:f7:05:a8:80
Internal root path cost: 200000

Bridge Identifier Priority: 8

Port identifier priority: 8

Remaining hops: 20

O ™| Frame (frame), 151 bytes Packets: 10 - Displayed: 10 (100,0%) - Load time: 0:00.000

RCNA Zilina
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Pojmy pre stromy v MSTP

= MSTP zavadza pomerne matucu terminoldgiu s ohladom
na jednotlive stromy, ktoré spravuje
= MSTI — MST Instance: nazov pre jednu inStanciu MSTP. MSTI bezi
Vo vnutri regionu, avSak nikdy nepresahuje za jeho hranice
= M6ze ich byt max. 64, Cisco 16
= |ST — Internal Spanning Tree: nazov pre MSTI 0. Instancia IST
prenasa MSTP BPDU a spolupracuje pri interakcii so switchmi mimo
nas MSTP region
= ma jedneého root-a = CIST REGIONAL ROOT
= CST — Common Spanning Tree: Kostra prepajajuca regiony. Pre
CST je vnutorna struktura regionov skryta, CST vidi kazdy region
iba ako jeden velky switch
= CIST — Common and Internal Spanning Tree: Kostra celej

prepinanej siete ,v detailnom pohfade” — je kombinaciou CST a IST
kazdeého regionu

= ma jedného root-a = CIST ROOT
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------
‘c

RSTP
Region

Pojmy
= CIST REGIONAL ROOT (‘ e
= Root interného IST stromu (c.ST ﬁ

Root

= Voli sa na zaklade CIST internal root path cost K/
= Tyka salen MSTI 0 (IST) daného regionu

= CIST ROOT 2 = )
i ©(cIsT

= Root celého CIST stromu pre celu siet’ (regiony s s

+ SW. mimo region) \/ N 4

= Ak je CIST Root vdanom regione, je zaroven aj
jeho CIST REGIONAL ROQOT-om

Boundary

p
r\“

Region2

.

Bound
oundary —

™

= Voli sa na zaklade CIST external root path cost —
= Je to cena k CIST root-ovy A CIST Regina
= Nemeni sa prechodom cez region (tuneluje sa), ale
len prechodom cez boundary links (ports) medzi
regidonmi

= Region, ktory nema CIST Root

= Za CIST regional root je zvoleny okrajovy - “ZEReg.m]
prepinac, ktory je najblizSie k CIST ROOT &

= Jeho port = tzv. Master port
= Vnutorné prepinace dorataju strom k CIST RR \m / \Mm /
gion gion

= Na zaklade CIST Internal Root Path Cost A
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Spolupraca medzi MSTP regionmi
alebo obycajnym IEEE swﬂchom (1)

/ MST Region

Z vonkajsieho pohladu

= Dvojurovnovy koncept
. ) = Dosledkom je, ze pri detekcii sluCiek sa blokuju
* MSTP region sa navonok sprava ako velky  norty na hraniciach regionu

switch

- Najprv sa buduje CST medzi regisnmi = S vonkajSim svetom interaguje vylucne IST

(pseudo-bridges) = Ostatné MSTI inStancie zostavaju uzatvorené v
= Kazdy boundary prepina¢ sa vyhlasi za CIST regione
Root = Ak je hraniény port blokovany pre IST, je zaroven
= Potom prebehne volba jedného CIST roota pre bIOkovany pre véetky instancie MSTI
vSetky regiony na zaklade BID, ...
= Nasledne tvorba stromu na zaklade CIST . Okrajovy prepl'na(": prenééa len CST BPDU
external root path cost S ' detail IST a MSTI skrvty
= Legacy switch dostava len CST BPDU merom von je detai a _ skryty
(STP/RSTP) a pripoji sa k STP stromu = Smerom do vnutra prenasa aj info o CST, avSak ta

normalnou cestou sa vo vnutri regidonu nemeni
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Spolupraca medzi MSTP regionmi
a obycajnym IEEE switchom (2)
= Druha uroven — interny IST strom regionu

= Po inicializacia sa prepinac vyhlasi za CIST ROOT aj

CIST RR -
= Dalej klasika - inferior/superior BPDU WsTRegn ‘ : e
= V&etky prepinade regiénu sa musia zhodnit na [ == '\ /"
jednom CIST RR

= Az potom prebehne MSTI konvergencia \
= IST vo vntri regionu prenasa informacie o CST bez

zmeny MSTI 2

= NezvysSuje External RPC

= Nemodifikuje Message Age

= Tuneluje externé informacie, a to je dévod, preCo sa
regién zvonku javi ako jeden switch Boundary

link

= Interné inStancie MSTI v regione maju vlastné
nezavislé topologie

= Avsak na hranici regionu sa vSetky MSTI riadia
stavom ur€enym IST na tzv. MASTER PORT-e

= Blok/Forward

= Nakolko MSTI o koncepte CSTI nemaju tuSenie
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Na uvazenie prl MSTP (zdroj www.ine.com)
= MSTP nie je zviazané s VLAN-ami

Physical Topology

VLANSs 2 and 3 map to MSTI1
VLANs are manually pruned from
trunks to achieve load-balancing

[N Fa 0/13 Trunk allowed VLAN 2 —— (LN
<L S

Fa 0/14 Trunk allowed VLAN 3 Fa 0/14

Logical Topology for MSTI1

Due to the priorities configuration on
the root bridge, SW2 blocks Fa 0/13
and forwards only on Fa 0/14 for
MSTI1. Since VLAN2 is only allowed
on Fa0/13, this blackholes VLAN2
traffic between switches.

Root for MSTI 1

‘ Pnorlty 128 for MSTI1 Port blocked for MSTI1 ]

Ko Fa 0/13
4 __Faot3

N
S‘h,’

sh'?

’ Priority 64 for MSTI1

MSTP Tutorial Part I: Inside a Region Posted by Petr Lapukhov. CCIE #16379
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Na uvazenie prl MSTP (zdroj www.ine.com)
= MSTP nie je zviazané s VLAN-ami

Physical Topology

VLANSs 2 and 3 map to default IST
(instance 0). Links between switches
are non-trunking access ports

’\§ Fa 0/13 figesss VLAN 2 Fa 0/13 '\§
Sy Sy

%,

Fa 0/14 Access VLAN 3 Fa 0/14

Logical Topology for IST

IST is active on all links. Since there
are redundant connections between
switches, IST blocks alternate port on
SWA1. Unfortunately, this is port for
VLANS, and since both VLANs map
to IST, VLANS traffic is disrupted

Root for IST
'\ Fa 0/13 Fa 0/13 ’ K
=y [ N

Sh/;

Port blocked for IST |




Extended system ID

= Pouzite na identifikaciu Bridge pre MSTP procesy

= 12 bitové extended ID nesie ¢islo MSTP IinStancie

< Bridge ID: 8 Bytes >
Bridge Extended
Priority System ID MAC Address
y b e >
4 bits 12 bits 48 bits

MST Instance Number Carried in
Extended System ID Field
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Konfiguracia MSTP

! Spusti MST na prepinaci
Switch (config)# spanning-tree mode mst

! Vstip do MST konfigura¢ného rezimu
Switch (config)# spanning-tree mst configuration

! Pridel meno regidénu (do 32 znakov), znakovo citlive
Switch (config-mst)# name NAME

! Pridel revizne ¢islo regidnu

! Za Gc¢elom vedenia zmien. Zmena v konfiguracii, zmen
! é¢islo, na vsSetky prepinacoch regidénu

Switch (config-mst)# revision VERSION

! Vykonaj mapovania VLAN do MST insStancie
! Defaultne vsetky VLAN mapované do IST
Switch (config-mst)# instance INSTANCE ID vlan VLAN-LIST

! Zobraz nespracované
Switch (config-mst)# show pending
Switch (config-mst)# exit
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Configuring MSTP

Switch (config)# spanning-tree mst configuration
Switch (config-mst)# instance 1 vlan 10-20
Switch (config-mst)# name regionl

Switch (config-mst)# revision 1

Switch (config-mst)# show pending

Pending MST configuration

Name [regionl]

Revision 1

Instance Vlans Mapped

0 1-9,21-4094

1 10-20

Switch (config-mst)# exit
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Konfiguracia MSTP

! Configuring switch priority
Switch (confiqg)# spanning-tree mst INSTANCE-ID priority PRIORITY

! Configuring the Root Switch
Switch (config)# spanning-tree mst INSTANCE-ID root primary

! Configuring Secondary Root Switch
Switch (confiqg)# spanning-tree mst INSTANCE-ID root secondary

! Configuring port priority and port cost

Switch (config)# interface interface-id

Switch (config-if)# spanning-tree mst INSTANCE-ID port-priority
PRIORITY

Switch (config-if)# spanning-tree mst INSTANCE-ID cost COST

! Nastav c¢asovace

Switch(config)# spanning-tree mst hello-time seconds
Switch(config)# spanning-tree mst forward-time seconds
Switch(config)# spanning-tree mst max-age seconds
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Overenie MSTP

! Show VLAN to instance mapping
Switch# sh spanning-tree

! Show VLAN to instance mapping
Switch# sh spanning-tree mst configuration

! show general MSTP information
Switch# show spanning-tree mst

! show MSTP information for a specific instance
Switch# show spanning-tree mst MST #

! show detailed MSTP information for a specific instance 1
Switch# show spanning-tree mst MST # detail
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Overenie MSTP

dls2#sh spanning-tree

MSTO
Spanning tree enabled protocol mstp
Root ID Priority 32768
Address 0017.9446.ad00
Cost 0
Port 13 (FastEthernet0/11)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0017.9460.3080
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/7 Desg FWD 200000 128.9 P2p
Fa0/8 Desg FWD 200000 128.10 P2p
Fa0/9 Desg FWD 200000 128.11 P2p
Fa0/10 Desg FWD 200000 128.12 P2p
Fa0/11 Root FWD 200000 128.13 P2p
Fa0/12 Altn BLK 200000 128.14 P2p
MST1

Spanning tree enabled protocol mstp
Root ID Priority 32769
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Overenie MSTP

! Show VLAN to instance mapping
Switch# sh spanning-tree mst configuration

DLS1#sh span mst configuration
Name [cisco]
Revision 1 Instances configured 3

Instance Vlans mapped

0 1-19,51-79,81-99,101-4094
1 20-50

2 80,100
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Overenie MSTP

! show general MSTP information
Switch# show spanning-tree mst
##### MSTO vlans mapped: 1-19,51-79,81-99,101-4094
Bridge address 0017.9446.ad00 priority 32768 (32768 sysid 0)
Root address 0017.9460.3080 priority 1 (0 sysid 1)
port Fa0/11 path cost 200000
Regional Root this switch
Operational hello time 2 , forward delay 15, max age 20, txholdcount 6
Configured hello time 2 , forward delay 15, max age 20, max hops 20
Interface Role Sts Cost Prio.Nbr Type
Fa0/7 Altn BLK 200000 128.9 P2p Bound (PVST)
Fa0/8 Altn BLK 200000 128.10 P2p Bound (PVST)
Fa0/9 Altn BLK 200000 128.11 P2p Bound (PVST)
Fa0/10 Altn BLK 200000 128.12 P2p Bound (PVST)
Fa0/11 Root BKN*200000 128.13 P2p Bound (PVST) *PVST Inc
Fa0/12 Altn BLK 200000 128.14 P2p Bound (PVST)
##### MST1 vlans mapped: 20-50
Bridge address 0017.9446.ad00 priority 32769 (32768 sysid 1)
Root this switch for MST1
Interface Role Sts Cost Prio.Nbr Type
--More--
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Overenie MSTP

dls2 (config) #do sh spanning-tree mst 2

##### MST2 vlans mapped: 80,100

Bridge address 0017.9460.3080 priority 24578 (24576 sysid 2)
Root this switch for MST2

Interface Role Sts Cost Prio.Nbr Type

Fa0/7 Desg FWD 200000 128.9 P2p

Fa0/8 Desg FWD 200000 128.10 P2p

Fa0/9 Desg FWD 200000 128.11 P2p

Fa0/10 Desg FWD 200000 128.12 P2p

Fa0/11 Desg FWD 200000 128.13 P2p

Fa0/12 Desg BLK 200000 128.14 P2p Dispute
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Overenie MSTP

DLS1l#sh spanning-tree mst 1 int fa 0/7

FastEthernet0/7 of MST1 is designated forwarding

Edge port: no (default) port guard : none (default)
Link type: point-to-point (auto) bpdu filter: disable (default)
Boundary : internal bpdu guard : disable (default)

Bpdus (MRecords) sent 1069, received 6

Instance Role Sts Cost Prio.Nbr Vlans mapped
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Overenie MSTP

sh spanning-tree mst 1 detail

##### MST1 vlans mapped: 20-50
Bridge address 0017.9446.ad00 priority 32769 (32768 sysid 1)
Root this switch for MST1

FastEthernet0/7 of MST1 is designated forwarding

Port info port id 128.9 priority 128 cost 200000
Designated root address 0017.9446.ad00 priority 32769 cost 0
Designated bridge address 0017.9446.ad00 priority 32769 port id 128.9

Timers: message expires in 0 sec, forward delay 0, forward transitions 3
Bpdus (MRecords) sent 1101, received 6

FastEthernet0/8 of MST1 is designated forwarding

Port info port id 128.10 @priority 128 cost 200000
Designated root address 0017.9446.ad00 priority 32769 cost 0
Designated bridge address 0017.9446.ad00 priority 32769 port id 128.10

Timers: message expires in 0 sec, forward delay 0, forward transitions 1
Bpdus (MRecords) sent 1069, received 4

FastEthernet0/9 of MST1 is designated forwarding

Port info port id 128.11 priority 128 cost 200000
Designated root address 0017.9446.ad00 priority 32769 cost 0
Designated bridge address 0017.9446.ad00 priority 32769 port id 128.11

--More--
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VTPv3 a synchronizacia MST konfiguracie

= VTPv3 umoznuje prenasat vo VTP doméne obsah konfiguracie
MSTP regionu

= VTP doména musi teda pokryvat prave tie switche, ktoré maju byt v
jednom MSTP regione

= V/Setky switche musia podporovat VTPv3

= Zmeny konfiguracie MSTP regionu sa budu realizovat iba na
primarnom VTP serveri pre databazu MST

= Na ostatné switche sa konfiguracia doruci cez VTP

= Vdaka VTPv3 je nielen zjednodusena sprava MSTP nad
prepinanou sietou, ale minimalizuju sa aj prechodné vypadky
konektivity
= Switch, ktory ma inu konfiguraciu regionu nez jeho susedia, tvori

samostatny region, na okraji ktoreho méze dochadzat k zablokovaniu
hranicnych portov

= Pri postupnej manualnej zmene konfiguracie MSTP regidénu na switchoch
sa vznikom tychto nezelanych regiénov neda zabranit

= Takmer okamzita zmena konfiguracie regionu vdaka VTPv3 minimalizuje
existenciu tychto prechodnych regionov
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Konfiguracia VTPv3 pre prenos MSTP
konfiguracie

! Na kazdom switchi vo VTP doméne je potrebné rucéne zadat:
Switch (config)# vtp version 3

Switch(config)# vtp domain MENO DOMENY

Switch (config)# vtp mode server mst

! Namiesto posledného prikazu méze byt aj klient:

Switch (config)# vtp mode client mst

! Na switchi, ktory je konfigurovany ako server a ma sa stat
! primarnym serverom pre VTP dabazu MST, je potrebné zadat

Switch# vtp primary mst

Po prechode switcha do rezimu primarneho servera pre MST
databazu je mozné na nom zacat upravovat konfiguraciu

MSTP regidénu. KazZzda uUprava MSTP regiénu sa odteraz pomocou VTP
prenesie na vSetky switche vo VTP doméne automaticky
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Odporucania pre siete s STP
= Problém s STP

= Rozsiahla ,failure® doména

=Jeden zdroj mbze poslat’ prevadzku, ktora je Sirena vSade v ramci
L2 siete

=Pri chybovych podmienkach, Ethernet nema TTL, takZe prevadzka
cykluje do ,nekonecna“

= STP nema multipath

=Ak by sme mali aj N redundatnych liniek, STP vyberie do aktivheho
stromu len jednu

= Odporucanie
= Nechaj STP na access vrstve (pokial sa da)

= Medzi distro a core pouzi L3 linky so smerovanim
= vyhoda multipath (Equal Cost Multipathing)
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Avoid STP in an Enterprise

Same VLAN Same VLAN Same VLAN

—_—

STP L2
L3
routing
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Odporucania pre STP

= Pouzi RSTP namiesto legacy STP

or PVST+
Loop guard
= Umiestni vhodne Root Bridge i l
= ZabezpecC jeho poziciu cez Root %
guard
- v : Root guard Root guard
Pouzi Loop guard na uplinkoch ik
: . g Loop guard Loop guard
Access na distro a medzi distro RS
prepinacmi BPDU BPDU
. Guard/Filter Guard/Filter
= BPDU filter, BPDU aroot guard na oot guard " Root guard

linkach ku koncovym uzlom

= UplinkFast na uplinkoch access
prepinacov

= UDLD na ochranu L1 médii
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Diagnostika problémov pri STP

= Duplex mismatch = Resource errors
= otvorenie sluCiek = CPU zatazenie vplyva na
BPDU processing

= Koriguj nastavenia
= D0S?

= Unidirectional link failure
= otvorenie sluCiek
= Pouzi UDLD aggressive * Nevhodne ladenie
parametrov diametra STP

= Konfig. chyby pri PortFast

= Frame corruption
= Velka L1 chybovost méze
vplyvat na €innost STP
= Straty BPDU
= Problém najma pri

agresivne ladenych STP
casovacoch
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TrOU bIEShOOU ng MethOdOIOgy [cisco foundation guide]

= Step 1. Develop a plan.
= Topology of the bridged network
= Location of the root bridge
= Location of the blocked ports and, therefore, the redundant links

= Step 2. Isolate the cause and correct an STP problem.
= |dentify a bridging loop.
=Sniffing, debugging, logging
= Restore connectivity.
= break the loop

= Check the port status.
=Blocked ports, duplex mismatch, port utilization, Frame corruption

= Check for resource errors.
= Disable unneeded features.

= Step 3. Document findings.



